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Material Publico
Cert X509 v3

Certificate:
Data:
Version: 3 (0x2)
Serial Mumber:
35:21:74:76:13:c4:T4:c3:58: 2a:95:83: f5:de:fa:ba
Signature Algorithm: shalWithRSAEncryption
Issuer: C=US, O=Veri1Sign, Inc., OU=VeriSign Trust Network, OU=Terms of use at https:fjwww.ver
isign.com/rpa (c)10, CN=VeriSign Class 3 International Server CA - G3

Emitido por Verisign

Validity
Not Before: Mar 28 ©0:00:00 2011 GMT
Not After : Mar 27 23:59:50 2012 GMT

Subject: C=US, ST=Flerida, L=Miami, O=TODOl Services Inc., OU=Technology, CN=www30.todol.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (1024 bit)

Modulus:
00:ca:d5:17:a2:ae:4b: f6:19:7 4:83:ba:
B82:82:77:2e:c4:35:47:18:e5:a 9:06:cd:
88:a6:2e:29:80:e5:h8: 02:e7:C a:82:9f:
cciea:dl:bb:8f:5a:co:rafioz:l 6:cc:l5:
21:1b:26:b7:63:a7:bd: 5T ed:b 5:eg:af:
4d:3a:1d:b7:0c:ca:b7: 74:15: 3 7rlazdc:
74:6f:a0:Td:e5:a7:23:03:91:7:3F 1 15:bb:c3: f1
7e:a0:61:81:7a:fd:27:6f 1 1a:a4:10: fe:49:c5: ab:
b3:10:b4:15:7e:f3:eb:9c:3d

Exponent: 65537 (0x10001)

X509v3 extensions:
¥509v3 Basic Constraints:
CA:FALSE
X500v3 Key Usage:
Digital Signature, Key Encipherment
¥500v3 CRL Distribution Points:

Full Name:
URL:http://SYRIntl-G3-crl.verisign.com/SYRIntlG3.crl

X509v3 Certificate Policies:
Policy: 2.16.840.1.113733.1.7.23.3
CPS: https://www.verisign.com/rpa

¥509v3 Extended Key Usage:
Netscape Server Gated Crypto, TLS Web Server Authentication, TLS Web Client Authentic
ation
Authority Information Access:
0CSP - URI:http://ocsp.verisign.com
CA Issuers - URI:http://SVRIntl-G3-ala.verisign.com/SVRIntlG3.cer

—

.3.6.1.5.5.7.1.12:
0.~ \0ZOX0V. .1mage/gif0l0.0. . .+.

.0&.$http://logo.verisign.co
m/vslogol.gif
Signature
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algorithm: shalwithRSAEncryption

98:ef:17:11:d2:2d:2d:ed: 74: 23:98:6
52:47:96:6e:e3:96:35:7b:af:57:02:6
8a:27:19:a8:5d:ae:2b:42:7c:3d: 20 :
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certificate:
Data:
Version: 3 (0x2)
Serial Mumber: 411423 (ox6471f)
Signature Algorithm: sha2SewithRSAEncryption
Issuer: CN=QRonip0StM3-cpQwD- BsqEE-218

Emitido por LACNIC

Validity
Not Before: Jan 7 16:48:15 2011 GMT
Not After : Aug 22 05:00:00 2012 GMT

Subject: CN=gj1KwYHjDnfxr4RAAyle259gbzU
Subject Public Key Info:
Public Key aAlgorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:89¢c:
d6:09:
S0:03:
ab:od:
of :b3:

dd:e3:
df:h5:
30:4c:
2f 1ha:
35:

20:19:00: 5.
d
3
7
el
94:04:d
7
C
8
8
Cl
6

46:6e:bf:
dl:86:22:
14:2e:98:
84:7h:93:
79:do:1c:df:sb:fe:
54:98:03:7c:66:d1:
77:0a:ch:29:46:d8:55:
30:17:32:e9:5d:63: fa:
dd:79:e4:37:c4:19:6b:
98:ch:09:46:2c:dab2:
:84:ba:7c:be:3c:do:
195:c3:9f:06:6¢c1af:
rcazalife:2erasicf:
:17:0b:e9:d2:39:6d:
1la:0c:68: 1 :obi3d:
132:83:1e0:72ie4: fa:
125
Exponent:
X509v3 extensions:
¥509v3 Subject Key Identifier
D1:4F:E0:562:F9:9A:DB: 95: AB: 0B:5B: OE:F3:DC:SE: DD: AA:EB:SA: 30
X509v3 Authority Key Identifier:
keyid:El:18:43:75:41:AF:CD:C?:?D:QB:14:BG:F2:37:1C:94:75:70:84:A5

57:
af:
S0:
01:
df:

fd:

IH
tlaic0:17:al:
:68: ferddide:
:1b:88: 7e:55:
:08:04:a3:93:
106:40:79:d6:

55537 (0x10001)

¥509v3 Basic Constraints: critical
CA:TRUE
¥509v3 Key Usage: critical
Certificate Sign, CRL Sign
Authority Information Access:
CA Issuers - URI:rsync://repository.lacnic.net/rpki/lacnic/QRon1pOStN3- cpQwD- BsqEB- 218.

Subject Information Access:
CA Repository - URI:rsync://repository.lacnic.net/rpki/hosted/440465f1f-0035-4el6-becl-8
ke 3e32e3400d/
1.3.6.1.5.5.7.48.10 - URI:rsync://repository.lacnic.net/rpki/hosted/4404557f-0035- 4e16-
becl-8e3e32e3499d,/9]1KwyH]Dnfxra4RAAyLe259qbzU. mft

X509v3 CRL Distribution Points:




Material Publico -
Cert X509 v3 ,

Emitido por Verisign
Signature Algorithm: shalWithRSAEncryption
Issuer: C=US, O=VeriSign, Inc., OU=VeriSign Trust Network, OL=Terms of use at https://www.ver
isign.com/rpa (c)10, ChN=VeriSign Class 3 International Server CA - G3

Validity

Mot Before: Mar 28 00:00:00 2011 GMT

Mot After @ Mar 27 23:59:59 2012 GMT
Subject: C=US, ST=Florida, L=Miami, C=TODD1 Services Inc., OL=Technology, Chewww30.todol.com
Subject Public Key Info:

Emitido por LACNIC

Serial Mumber: 411423 (0x&471f)
Signature Algorithm: shazZSeWithRSAEncryption
Issuer: ChN=QRonip@StN3-cpOwD-BsqEB-2I8
Validity

Mot Before: Jan 7 16:48:15 2011 GMT

Mot After : Aug 22 05:00:00 2012 GMT
Subject: CN=gjiKwYH]DnfxrdRAAy1eZ259gbzl
Subject Public Key Info:

Public Key Algorithm: rsaEncryption



Material Publico

Cert X509 v3

Emitido por Verisign

X509 3 extensions:
¥508v3 Basic Constraints:
CA:FALSE
w509y 3 Key Usage:
Digital Signature, Key Encipherment
¥509v3 CRL Distribution Points:

Emitido por LACNIC

¥509v3 extensions:
X509y 3 Subject Key Identifier:

Dl:4F:E0: 62 F9: 98 DB 95 AB: OB:SE: QOE:F3:DC: SE: DD AA: EB: 94 30

¥509v3 Authority Key Identifier:

keyid:81:18:43: 7541 AF:CD: C7:70:93:14:B6:F2:37:1C: 94 75: 70: B4 AS

X509v3 Basic Constraints: critical
CA:TRLE

X509y 3 Key Usage: critical
Certificate Sign, CRL Sign

LAC



Material Publico ~
Cert X509 v3 _

Emitido por LACNIC

Authority Information Access:
CA Issuers - URI:rsync://repository.lacnic.net/rpki/lacnic/QRonipd5th3-cpQwD-BsqEB-218.
cer

Subject Information Access:
CA Repository - URI:rsync://repository.lacnic.net/rpki/hosted/4404657F-0035-4elE-becl-28
e3e32e 3499/
1.2.6.1.5.5.7.48.10 - URI:rsync://repository.lacnic.net/rpki/hosted/440465FF - 0035-4els-
becl-8e3e32e3499d/g] 1kwYH] Dnfxra4RAAyL e258qbzU. mft

¥509v3 CRL Distribution Points:

Full Mame:
LURI:rsync: f/repository.lacnic.net/rpkishosted/12ab5638- 2295- 4687 -a4b3-9886331al1104/0R
onip@StNS-cpOwD-BsqEB-2I8. crl

¥509v3 Certificate Policies: critical
Policy: 1.3.6.1.5.5.7.14.2

shogp-ipaddrElLock: critical
IPv4:
120.112.52.0/22

shgp-autonomousSyshum: critical
Autonomous System Mumbers:
52266

Signature Algorithm: shaZSEWithRSAEncryption
de:8h 49 2b:5F: 721197 ce116:a8:5e:5h:6d: 0c: 89 a6 F7:



Material Publico
CRL

Certificate Revocation List (CRL):

Version 2 (Gx1)

Signature Algorithm:
Issuer:

Last Update:
Next Update:
CRL extensicns:

K509v3 Authority Key Identifier:
keyld:81:18:43:75:41:AF:CD:C7:70:93:14:B6:F2:37:1C:94:75:70:B4: A5

/CN=QRonipOStN3 -cpQwD-BsgEB-218
Mar 31 03:00:00 2011 GMT
Mar 31 15:00:00 2011 GMT

shazbeWithRSAENcryption

X509v3 CRL Number:

408

Revoked Certificates:
Serial Number:
Revocation

Serial MNumber:
Revocation

Serial Number:
Revocation
Signature

da:
cl:
56:
95:
do:
bZ2:
Be:
05:
Ze:
1lc:
56:
da:
ba:
04 :
0o :

83:
cl:
3b:
STel
bc:
Be:
ce:
9e:
32:
99:
ed:
cd:
9f:
81:
alb:

ef:
12:
ab:
27:
73
of:
g5:

7
5c¢

78:
76
96 :
Je:

36:

O7A973
Date:
1AA148
Date:
1F8COF
Date:
Algorithm:

T6:
el:
de:
Ob:
:7a:
:ch:
B2
Ca.
:38:
HTol
130
182
129
i

48:
84 :
2b:
g5:
e’l:
Qe:
51:

18:
36:
d6:
bf:
06
ab:
15:
:88:
rad:
:3a:
rel:
1T
:36:
refh:

1b:
Z26:
f9:
be:
&7
di :
bZ:

ed: 4
55:

ac
Tl

26:
ad:
la:
:la:
147
72
e
TO:
el
110

chb:
:db:
rcC:
35:
52:
19:

29:
fO:
18:
b8:
Ze:
47 :
od:
;af:
:d3:
cad:
127
137
:a9:
101

bl

fd:
f3:
4d:
39:
54:

bc

B9 :
56

6f

e9:

ec

3b:
BOb:

Jan 11 20:14:24 2011 GMT
Mar 27 16:45:00 2011 GMT

Mar 29 20:52:31 2011 GMT
5ha256W1thRSAEncryptlon
3:bd:
eb:
cl:
Ba:
ad:
26:
d3:

:91:
58:
f3:
ee:
55:
ce:
:e8:
49
80:
:1d:
3c:
Tl
38:
fc:

Ge:
75
fc:
f8:
32:
b8:
ca:
de:
el:
dc:
cf:
5c:
be:
T7:

112
154
:13:
el
(2
166
72
1do:

rec:
:cB8:
2dbe
Zb:
red:
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Material Publico

Origin ASM:

Mot valid Before:

Mot valid After:
Trust Anchor:
Prefixes:

ROA

AS28001
2011-01-07 02:00:00

2012-08-05 03:00:00
repository.lacnic.net

200.3.12.0/22 (max length /24)
2001:13c7:7012:: /47 (max length /47)
200.7.86.0/23 (max length /24)
2001:13c7:7002:: /48 (max length /48]

LAC



Material Publico -
Manifiesto -

Object Type: RPKI Manifest

Signing time: 2011-03-31T03:00:00.000Z

Version: O

Mumber: 408

This update time: 2011-03-31T03:00:00.000Z

Mext update time: 2011-03-31T15:00:00.000Z

Filenames and hashes:
OrgTZEKcU]YS FDJBuMtg4EkMSE. cer c22fe69ea7act828b6f4caagndlfe7f34d0211916Tfe258196644864bh54d0dae
7p_8kCrfrsZjskCplRhylUL8wXD. cer 3eefadb8ddcbblf4f42146f4705563d0adadedbf 408495284abe162172242b14
BkFgDshHy rPwlWOgK96s5cwa2Ec. cer 38bee6c25322912e0c4197f f 265e0c5f 3df 0bodost 758711 dd19c2c5274561 41
LScy4Mauz43 SolbRx3dp_fetfA.cer 42f97d37dacl9fe8030925c77995h703178ebf03bd69d171eb2cae5c80bad3s7
MfeOuduaMsSNzCtAKgy1mOolwf _c.cer 265e2938e66ad89%afd4808a0637deBc2e9c9al85045e31763ea86c578ed31cs
GQRoN1pOStN3- cpQwD-BsqEB- 2I8.crl alSfedecd4e195f 3304493458211 510dd640atSheoh5122dc8f o0b815eGaadc
c_bbMNoefwlSsSvaef2cr7ZcaxBsA.cer 25da0308f 72a0fdd4b143f3189530c0819bceasl265ebfhcc28b7fhdsatefeas
glikwYHIDnfxrd4Rasyle259gbzU. cer ccB913fdbd8173540ccd3cebalc29f 139t f 7e56d44e374f 16ccfhdh8391c892
oSNRWZKC14r vNShONY GISUkOfBA. cer bf3164cf282b0d6978420a9e7a40803a40f9c70e609a00aa5c2b1d52a147c484
suBs0QbaslzkDRhz180d 1 3fdZlw. cer 063c97c72adeat972be2460deadccdB62068003179cfalbal4063fac4cEa494db
UC3EYhxCe7-q8P- 0EXkfaTaaG U.cer 639d4d2aeB4c3focodbfbf52laecs3d49edbaSab49dco0c8392d1ae1290a850
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Sistema RPKI-LACNIC .
Funciones J

‘https://rpki.lacnic.net

‘Organizaciones asociadas a LACNIC -(MXy BR)
‘Gestion del Material

‘Gestion del repositorio

‘Multilenguaje

‘Roles



Sistema RPKI-LACNIC /.
Roles //

LACNIC

Bloque IP

-

{ Administrativo

Organizacion X y




Sistema RPKI-LACNIC e
Apariencia y Roles 7

J Certificacion de Recursos https :”rp ki . Iacn ic. net

- Cont. Administrativo

Detalles CA Nombre  LACNIC
Certificado Activo CA

Listar Certificados CA

Descargar Cert. PEM Teléfono 6042222
Descarger Cort. DER Ciudad-
IPs Entidad Pais
ASNs Entidad
Comandos Ejecutados

Gestionar ROAs

Contacto Latin American and Caribbaan IP address

Montevideo - UY

Direccion Rambla Replblica de/México

po hosted
12181

AS28000-A528002, AS28119, AS52224, 200.0.86.0/24, 200.3.12.0/22, 200.7.84.0/22, 200.10.60.0/23, 2001:13c7:7001:-
2001137 70037777, 2001:13c7:7010::/46, 2601:/48

Cont. Tecnico

2005-10-05 12:00:00.0

Ver Ayuda 2011-10-05 12:00:00.0
Descargar Ayuda

Registro de Direcciones de Internet para América Laiina y Caribe




Contacto Administra

gerardo@cerardo-Desktop:~% wholis -h whois. lacnic.net LY-LACN-LACNIC
% LACNIC resource: whols.lacnic.net

% Copyright LACNIC Llacnic.net

% The data below 1s provided for information purposes
% and to assist persons i1n obtaining information about or
% related to AS and IP numbers registrations

% By submitting a whois query, you agree to use this data
% only for lawful purposes.

%  2011-09-05 17:41:34 (BRT -03:00)

owner: LACMNIC - Latin American and Caribbean IP address
ownerid: UY - LACN- LACNIC

responsible: Raul Echeberria

address: Rambla Rep@iblica de Mxico, 6125,
address: 11400 - Montevideo -

country: Ly

phone: +508 2 6042222 []

owWner- c AIL g

CTeTted: ZOUSI00S

changed: 20101209

nic-hdl: ATL

person: Arturo Servin

e-mall: 1padmin@LACNIC. NET

address: Rambla Rep. Mexico, S125,

address: 11800 - Montevideo -

country: Ly

phone: +598 2 6042222 []

created: 20080125

changed: 20110512

aut-num: 28000

aut-num: 28001

aut-num: 28002

aut-num: 28119

aut-num: 52224

inetrum: 200.0.88/24

inetrum: 200.3.12/22

inetnum: 200.7.84/23

inetnum: 200.7.868/23

inetnum: 200.10.80/23

VO

LAC



Contacto Técnico

gerardo@Gerardo-Desktop:~% whois -h wholis.lacnic.net 200.7.84,24
% LACNIC resource: whols.lacnic.net

LAC

% Copyright LACMIC lacnic.net

% The data below 1s provided for information purposes

% and to assist persons 1in obtaining information about or
% related to AS and IP numbers registrations

% By submitting a whois query, you agree to use this data
% only for lawful purposes.
% 2011-09-05 17:38:56 (BRT -03:00)

inetnum: Z200.7.84,/23

status: assigned

owner: LACNMIC - Latin American and Caribbean IP address
ownerid: LY - LACN- LACNT C
responsible: Raul Echeberria

address: Rambla Repfblica de MExico, 6125,
address: 11400 - Montevideo -
country: Ly

phone: +5o2 2 ep4zzz22 []
owner-c: ATL

abuse-c: ABLZ

inetrew: 200.7.84,23

nserver: MS.LACHNIC. MET . UY

nsstat: 201102901 AL

nslastaa: 20110901

nserver: MNSZ2. LACMIC. NET

nsstat: 20110901 AL

nslastaa: 201102901

nserver: MS.LACMIC. MET

nsstat: 201102901 AA

nslastaa: 20110201

created: 20080125

changed: 20080827

rnic-hdl: ABLZ

person: Abuse LACNMIC

e-mail: 1pabuse@LACNIC.MNET
address: Rambla Rep. Mexico, 6125,
address: 11600 - Montewvideo -

country: Ly



J

Antes de comenzar con los
ejerciclos
(Preguntas?




Ejercicio 1 e )

|dentificar los roles técnicos y administrativos para una
organizacion asociada a LACNIC

Son los campos "owner-c" y "tech-c" de la consulta WHOIS
whois -h whois.lacnic.net PAIS-ORGID-LACNIC

whois por direccion IP

whois en la pagina de LACNIC


http://whois.lacnic.net/

Ejercicio 2 - )

Crear un certificado utilizando el sistema DEMO de LACNIC

Crear un ROA que incluya IPv4 utilizando en el sistema
DEMO de LACNIC

Crear un ROA que incluya IPv4 e IPv6 utilizando el sistema
DEMO de LACNIC

http://rokidemo.labs.lacnic.net


http://rpkidemo.labs.lacnic.net/

Ejercicio 3 - )

Generar el repositorio del sistema DEMO de LACNIC

Descargar repositorio del sistema DEMO de LACNIC

rsync -av rsync://rpki-demo-vm/rpkidemo ./repo-rpkidemo

http.//rpkidemo.labs.lacnic.net


rsync://rpki-demo-vm/rpkidemo
http://rpkidemo.labs.lacnic.net/

Ejercicio 4 - )

Visualizar el material generado anteriormente con la
herramienta de RIPE (Certificados, ROAs, CRL y manifiestos)

$BASE/bin/certification-validator --print -f
/lacnic/LACNIC _RTA RPKIDEMO.cer



Ejercicio 5 - )

Visualizar el material generado anteriormente
con openssl (Certificados y CRL)

/opt/openssl-rpki/bin/openss| x509 -in
Irepo-rpkidemo/hosted/8d09585d-7fd6-
48c0-bed3-435b2df77311/QP7wZ_PxYnOqgRQcjjPza4jeeARO.cer
-noout -purpose -text -inform DER



Ejercicio 6 -
) J
Crear el Trust Anchor Locator (rpki-demo.tal)

Encontrar TAL
http://www.ripe.net/lir-services/resource-management/certification/trust-
anchor-locators
http://www.labs.lacnic.net/drupal/rpkKi
Descargar make-tal
http://subvert-rpki.hactrn.net/rcynic/make-tal.sh
Para hacer el TAL:

sh make-tal.sh
rsync://repository.lacnic.net/rpki/lacnic/RTA_LACNIC RPKIl.cer > lacnic.tal


http://www.labs.lacnic.net/drupal/rpki
http://subvert-rpki.hactrn.net/rcynic/make-tal.sh
rsync://repository.lacnic.net/rpki/lacnic/RTA_LACNIC_RPKI.cer

Ejercicio 7 - )

Validar el repositorio utilizando el .TAL creado
anteriormente

/opt/rpki-validator/bin/certification-validator -t ./lacnic.tal -o repo-lacnic
-r lacnic-roas.csv



Ejercicio 8 “““}
J ~
Realizar consultas a whois.bgpmon.net

Anuncio valido:

whois -h whois.bgpmon.net “ --roa 27725 200.55.152.0”
Anuncio invalido:

whois -h whois.bgpmon.net “ --roa 6057 200.55.152.0"
Generico

whois -h whois.bgpmon.net “ 200.55.152.0”



Ejercicio 9 - )

Ver validaciones de UPDATE BGP en sistemas
operativos experimentales



Algunas referencias )

Para ver de nuevo este seminario
http://eventos.lacnic.net/evra/publico?la=sp&id=190366&cod=info

Estadisticas sobre este seminario
http://eventos.lacnic.net/evra/publico?la=&id=190366&cod=estadisticas

Proximo seminario RPKI en LACNIC
http://eventos.lacnic.net/evra/publico?la=&id=190368&cod=info


http://eventos.lacnic.net/evra/publico?la=sp&id=190366&cod=info
http://eventos.lacnic.net/evra/publico?la=&id=190366&cod=estadisticas
http://eventos.lacnic.net/evra/publico?la=&id=190368&cod=info

(.
A

iGraclas!

gerardo @ lacnic.net
dario @ lacnic.net

carlos @ lacnic.net
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